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V/v thong bao dang ky dao tao
tap hudn chuyén d& K¥ niang giam sat
an ninh mang danh cho quan tri mang
cac s0, ban, nganh/céac huyén, thi x4,
thanh phd thudc tinh Ba Ria - Viing Tau
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Cén cu Quyet dinh s6 3600/QD-UBND ngay 18/ 12/2018 cua UBND tinh Ba
Ria - Viing Tau vé viéc giao chi tiéu ké hoach phat trién kinh t& - x4 hoi, quoc
phong - an ninh va du toan thu, chi ngan sach nha nudc ndm 2019;

Can ¢t Quyét dinh s6 14/QD-SKHCN ngay 26/4/2019 cia Giam ddc S& Khoa
hoc va Cong nghé vé viéc phé duyét thuyét minh va du toan kinh phi thuc hién
nhiém vu thudong xuyén theo chic nang ndm 2019 ctia Trung tam Ung dung tién bd
khoa hoc va cong nghé tinh Ba Ria - Viing Tau,

Trung tdm Ung dung tién bo khoa hoc va cdng nghé tinh Ba Ria - Vung Tau
td chirc 16p dao tao tap hudn Ky ning gidm sit an ninh mang danh cho quan tri
mang cac s&, ban, nganh/cac huyén, thi xa, thanh phd thudc tinh Ba Ria - Viing
Tau, cu thé nhu sau:

1. Noi dung

Trang bi cho hoc vién cac kién thtrc, k¥ ning va kinh nghiém can thiét dé
nhén biét, kiém soat, phan tich cic loai md ddc x4m nhép hé thdng mang va xac
dinh phuong an, cach thire x(r ly mé ddc trong hé thong mang:

- Tdng quan vé giam sét an ninh mang.

- Gi6i thiéu cac phuong thirc tn cong va xam nhap phd bién.

- Giai phap phat hién va phong chdng tan cong mang véi Suricata.
- Téng hop va loc thdng tin nhat ky (Log files) v&i hé théng ELK.
- Giam sat hé théng mang véi giai phap Zabbix.

- Giam sat hé théng mang véi giai phap Security Onion.

- Céc kién thirc khac vé bao mat va an ninh mang,

- Dién tap cac kich ban: Tén cong mang ndi bd thong qua ky thuat Backdoor,
Pivoting va ma hoa dir liéu; Xt Iy su ¢b tAn céng cac méy cha dich vu va leo thang
dac quyeén..




2. Thoi gian va dia diém

- Thoi gian: T ngay 22/7 dén ngay 26/7/2019 (05 ngay);

- Pia diém:

+ Tur ngay 22/7 - ngay 24/7 (thir Hai - thir Tu): Tai Phong Do tao, , Trung tam

Ung dung tién bd khoa hoc va cong nghé tinh Ba Ria - Viing Tau, s6 202 Bach
Dang, P. Phudc Trung, TP. Ba Ria.

+ T ngay 25/7 - ngay 26/7 (tht Nam - thit Sau): Tai Thao trudng mang,
Truong An ninh mang iSPACE, s6 240 V6 Van Ngan, P. Binh Tho, Q. Thu i,
TP. H6 Chi Minh.

3. Thanh phan va s6 lrong tham duw

- Thanh phan: Can bd chuyén trach quan tri mang tai céc sd, ban, nganh/cac
huyén, thi x4, thanh phd thudc tinh Ba Ria - Viing Tau.

- 86 lugng: Mbi don vi cir 01 ngudi tham du.
4. Kinh phi

- Céc hoc vién tham dy 16p tap huén s& dugc cung cip mién phi tai liéu, gido
trinh, dia chuong trinh theo ndi dung tip huin. Sau khi hoan thanh chuong trinh
hoc s€ c6 bai kiém tra dé cap gidy ching nhan cho nhitng hoc vién dat yéu cau.

- Chi phi luu trti va phong nghi dém theo quy dinh (chi phi nay do co quan ctr
hoc vién tham du chi tra).

- Trung tim Ung dung tién b6 khoa hoc va cong nghé s& hé tro xe dua dén
hoc vién tir TP. Ba Ria dén TP. H6 Chi Minh va nguoc lai.

S& Khoa hoc va Céng nghé tinh Ba Ria - Vung Tau kinh dé nghi cac s, ban,
nganh/cac huyén, thi x4, thanh phd x4c nhan vé viéc tham du 16p tép huén (theo
méu phiéu déng ky dinh kém) truéc ngay 17/7/2019 va gii vé dia chi Trung tAm
Ung dung tién bd khoa hoc va cdng ngh¢ tinh Ba Ria - Viing Tau (202 Bach Ping,
P. Phuéc Trung, TP. Ba Ria) hoic lién hé truc tiép véi Ba Lé Thi Quynh Trang qua

email: trangltq87@gmail.com; dién thoai: 0254 3510 475; fax: 0254 3510 476; di
dong: 0917 957 918.

Trén trong./.

Noi nhn: KT GIAM POC
- Nhu trén; Bﬁ” 3¢ })

- Gb S& (ble); i V&) fz)ll OC
- S& Thong tin va Truyen thong (d/b); / K} ' ;
- Luu: VT, TTW 9 2

Nguyen Klm Truwdng



Jr;o;fg@\\ NOI DUNG PAO TAO VA DIEN TAP
1/ 83 N2 . . 5 X
Jgknk‘:})&%&l ,@} sat an ninh mang danh cho quén tri mang cac so, ban, nganh/

3;;‘9:\ ~ vi cachuyén, thi xa, thanh phf) thudc tinh Ba Ria - Viing Tau
\ \ WOF‘ G NGF - /“f:/" A o e .
O ;&f@w/ theo Cong véin s6: 499 /SKHCN-TTUD ngay 09/7/2019)

LT >

/

1. N§i dung dao tao Iy thuyét
- Thoi gian: T ngdy 22/7 - ngay 24/7/2019 (tir thi Hai - thr Tu).

- Dia diém: Phong Do tao, Trung tam Ung dung tién bd khoa hoc va cong nghé
tinh Ba Ria - Viing Tau.

Stt Bubi hoc Noi dung chi tiét

Budi 1 Téng | - Gidi thigu tbng quan vé giam sét an ninh mang.
quan vé giam sat | - Xay dung quy trinh giam sat an ninh mang

1 an ninh mang - Gia tang hiéu biét va ting cuong k¥ nang trong trién khai
giam sat lién tuc (Continuous Monitoring) theo chuan cta Vién
tiéu chuan My (NIST).

- Xay dung md hinh trién khai h¢ théng giam sat an ninh mang.

Budi 2. Gidi| - Gidi thidu cac hinh thirc thn cong va xam nhap phd bién.
thigu cac phuong | - Gi6i thidu cac moi de doa v& bao mét:

thuc tan cong va
2 |x&m nhip phd
bién

+ Cac mdi de doa tlir bén trong;
+ Céc modi de doa tlr bén ngoai;
+ Cac mbi de doa co ciu tric va khong co cAu tric.
- Thyc hién mét vai kich ban tin cong va xam nhép phé bién.

Budi 3: Giai | - Giéi thidu chu tric va hoat dong cua Suricata.
phap phat hién|. Cac thanh phan co ban: Sniffer (Packet Decoder),

3 |va phong chong | Preprocessors, Detection Engine, The Output.
tan cong mang

PR - CAu trtc céc luat trong Suricata.
véi Suricata

- Trién khai cai dat va chu hinh Suricata.

Bubi 4: Tbng |- Gidithi¢uhé théng ELK: ElasticSearch, Logstash va Kibana.
hop va loc thong | - Vai trd ctia hé thong ELK trong hé théng IDS/IPS.

4 | tin nhat ky (LOg | Mg hinh hoat dong ctia h¢ théng ELK.

files) voi hé .2 s b e o sk Bt E R R
théng ELK - Trién khai cai dat va cau hinh hé thong ELK.

Budi 5-6: Giam | - Gidi thi¢u he théng giam sat Zabbix.
sit  hé ,_théflg _ Chc tinh nang va thanh phan chinh cia Zabbix: Zabbix
5 ma'ng val gial | Server, Zabbix Proxy, Zabbix Agent, Web Interface.
phap Zabbix  Cai dat va chu hinh hé théng Zabbix:
+ Cai dit va cAu hinh Zabbix Agent giam sat may Domaﬂ

Controller;




+ Cai dit va cAu hinh Zabbix Agent gidm sat dich vu Web;

+ Cai dit va cdu hinh SNMP gidm sat thiét bi (Switch,
Router);

+ Thiét 1ap hé thdng canh bao qua email.
- Cau hinh thiét Iap gi4m sét thiét bi trén nén Ipve.

2. N§i dung dién tép, trai nghiém cac mé hinh thwe té
- Thoi gian: Tir ngay 25/7 - ngay 26/7/2019 (tir th Nam - thi Séau)
- ia diém dién tép, trai nghiém:

+ Thao truéng mang cua Trudng An ninh mang iSpace
+ Phong LAB chuyén dung ctia T4p doan Cong nghé CMC
+ Dia diém: 240 V& Vin Ngén, P. Binh Tho, Q. Thu Ptrc, TP. HCM

Stt

Bubi hoc

Nbi dung chi tiét

Buéi 1:

Dién tap kich ban 1:
Tan cong mang noi bd
thong qua ky thuat
Backdoor, Pivoting va
ma hoéa dit liéu

Tin tdc phat tin ma dfc v6i dinh dang *.docx thong qua
Mail, mang xa hdi... cho ngudi dung bén trong 6 chirc.
Sau d6 mé ma doc sé mo backdoor dé gitp tin tic dung
may nguoi dung, sau d6 t1ep tuc ra quét bén trong mang
ndi b cia td chirc nhidm tan cong cac may chu trong
mang ndi by thong qua ky thudt pivoting. Nhém Ung
ctru su ¢d sau d6 tién hanh thu thap, phan tich chimg ct,
boc tdch ma doc va xir ly.

Budi 2:

Dién tap kich ban 2: Xt
ly su cb tin cong cac
may chu dich vu va leo
thang dic quyén

Tin tac sir dung chuorng trinh ra quét, tién hanh scan
port, ldy thong tin vé cac dich vu dang dugc public tir to
chirc nhu website, mail, co s& dir li€u.. . Sau do tién
hanh xac dinh céc 16 hong dang ton tai va tan cong leo
thang dic quyén, thay dbi noi dung trén cdc mdy cha
nay.

Bubi 3: Trai nghiém
cong nghé méi trén
Phong LAB chuyén
dung cua Tip doan
Cdng nghé CMC

Chuyén gia cia CMC s& gi6i thiéu, huéng din hoc vién
tral nghiém céc mod hinh va cdng nghé mdi trong linh
vuc an ninh mang

Budi 4:

- Chia sé kinh nghiém
thuc tién;

- Hoc vién lam bai
kiém tra cudi khoa;

- Céong bb két qua kiém
tra va cip gidy chimg
nhén cho hoc vién dat
yéu ciu

- Chia s& kinh nghiém thuc tién giita hoc vién véi cac
chuyén gia cia CMC va iSpace

- Hoc vién 1am bai tric nghiém toan khéa hoc trong thoi
gian 45 phut

- Cép gidy chimg nhan coa Trudng Cao dang An ninh
mang iSpace.




CONG HOA XA HQI CHU NGHIA VIET NAM
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PHIEU PANG KY THAM DU
Lép dao tao tip huin k¥ ning giam sat an ninh mang danh cho
quan tri mang cac s&, ban, nganh/cac huyén, thi xi, thanh phd thugc
tinh Ba Rja - Viing Tau
Tir ngay 22/7 dén ngay 26/7/2019

Tén don vi:
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Stt Ho tén Chirc vy So dién thoai
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Tha truéng don vi




