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- Uy ban Mat tran To quoc Viet Nam tinh va Doan the;
- Cac So, ban, nganh, thanh vien Ban chi dao 138 tinh; 
-Ban chi dao 138 cac huyen, thi xa, thanh pho.

CONG HOA XA HOI CHU NGHIA VIET NAM
Doc lap - Tir do - Hanh phiic

UY BAN NHAN DAN
TINH BA RIA-VUNG TAU

BAN CHt DAO 138 ____________ •______

Sd: 05/BCD(TTr.BCD)
V/v day manh cong tac tuyen truyen 
phong ngira, dau tranh voi toi pham 

lira dao chiem doat tai san tren 
khong gian mang

1 (1) gia danh can bo Cong an, Toa an, Vien Kiem sat goi dien thoai cho nan nhan thong bao nan nhan 
lien quan den dirbng day pham toi ma tuy, nra tien, gui lenh bat qua mang xa hoi cho nan nhan thay, de doa bat va 
yeu cdu nan nhan (nan nhan thudng la nguai cd dieu kien kinh te, 1cm tudi, it doc bao, it doc thdng tin tren 
mang...) chuySn ti£n vao tai khoan ngan hang do doi tuqng cung cap de ki£m Wa, xac minh nguon goc tai san, sau 
do d6i tuong nhanh chong chiSm doat; (2) sir dung phuong thuc, thu doan chiem doat quyen dieu khien (hack) tai 
khoan mang xa hoi r6i nhdn tin vdi ngiroi than hoi muon tien, sau khi nan nhan chuyen tien thi doi tuong chiem 
doat; (3) lira dao qua dien thoai, qua tin nhan trung thudng gui toi cac so dien thoai cua nguoi dan; (4) gia danh 
nguai nude ngoai lam quen rdi gui qua tang tir nude ngoai ve Viet Nam... trong nhung thu doan tren ngudi dung 
mang xa hoi duoc khuyen cao ve viec xac minh cheo thdng tin bang nhieu each, trong do co each goi video call 
khi cd dau hieu bi lira dao tren khong gian mang.

2 “Deepfake” la cum tir duqc ket hop tir “deep learning” va “fake”, la phuong thirc tao ra cac san pham 
edng nghe gia (fake) dudi dang am thanh, hinh anh hoac tham chi la ca video, bdi tri tue nhan tao (Al) tinh vi.

Cach thuc boat dong cua “Deepfake” cd lien quan den qua trinh “hoc hdi” cua tri tue nhan tao. Tir do, 
hinh anh khudn mat, giong ndi... cua chu the nao do (tarn goi la chu the. A) vdi chat luong cao duoc thay the hoan 
toan bang khudn mat, giong ndi cua mot ngudi khac (chu the B). Hinh anh, am thanh nen cua A duqc dua den bo 
giai ma cua B. Sau do, bd giai ma se tai tao khudn mat, giong ndi ciia ngudi B vdi bieu cam va hudng khudn mat 
cua ngudi A. Qua trinh nay duqc thuc hien lien tuc, chi tiet cho den khi tao ra san pham “that” nhit.
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Chuyen: .
.Sj?? Thfrj gian g^n pham lua dao chiem doat tai san tren

khong gian mang dien bien phuc tap. Mac du cac Co quan chuc nang da thubng 
xuyen khuyen cao, thong bao, pho bien ve phuong thuc, thu doan lua dao chiem 
doat tai san qua khong gian mang1 bang nhieu hinh thuc va nguai su dung mang 
xa hoi da neu cao tinh than canh giac.

Tuy nhien nam duqc tarn ly nguai dung mang xa hoi hien nay, cac doi 
tuqng lua dao chiem doat tai san tren khong gian mang da su dung thu doan tinh 
vi hon, Iqi dung “Cong nghe Deepfake”2 lam gia cuoc goi “video call” nham lua 
dao chiem doat tai san cua nan nhan. Phuong thuc, thu doan cu the nhu sau:

- Thong qua mang Internet, cac doi tuqng da thu thap hinh anh, giong noi 
cua nguai dung tren mang xa hqi, su dung “Cong nghe Deep fake” tao anh dong, 
“video call” gia mao nguai dung dang noi chuyen true tuyen vai cung khudn mat, 
am dieu giong noi va each xung ho.

- Doi tuqng tao lap tai khoan gia mao tren mang xa hoi trung thdng tin va 
anh dai dien vdi nguai dung, ket ban vdi nan nhan trong danh sach ban be va 
nhan tin vay muqn tien theo kich ban san cd. Trong mot sd trudng hop, ddi tuqng 
chiem doat tai khoan mang xa hdi (zalo, facebook, Instagram...) cua ngudi dung 
de true tiep nhan tin cho nan nhan trong danh sach ban be. De tao long tin ddi vdi
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nan nhan, d6i tuong truy£n tai “Deepfake video” co san len kenh “video call”, 
khien nan nhan nhan ra hinh anh va giong noi cua ngudi quen va nhanh chong 
chuyen tien theo yen cau cua doi tuong.

Vai “Cong nghe Deepfake”, “video call” gia mao co do chinh xac cao, rat 
kho phan biet that gia. Trude tinh hinh tren, de nang cao hieu qua edng tac tuyen 
truyen phdng ngua, kip thbi phat hien, ngan chan, dieu tra, xu ly nghiem toi pham 
su dung cong nghe cao lua dao chiem doat tai san (Cong nghe Deepfake), Ban Chi 
dao 138 tinh d6 nghi Uy ban Mat tran To qudc Viet Nam tinh va Doan the, cac 
So, ban, nganh, thanh vien Ban Chi dao 138 tinh, Ban Chi dao 138 cac huyen, thi 
xa, thanh pho tap trung thuc hien mot so noi dung sau:

1. Thong bao phuong thuc, thu doan lua dao chiem doat tai san lai dung 
“Cong nghe Deepfake” gia mao cuoc goi “video call” den tung don vi, can bo, 
cong chuc, vien chuc, co quan, doanh nghiep, ngudi dan, ho gia dinh. Khuyen 
cao ngudi dan neu cao tinh than canh giac khi nhan duqc cuoc goi “video call” 
bang “Cong nghe Deepfake” can kiem chung bang each lien he qua so dien thoai 
cua cac mang viln thong de xac thuc hoac lien he gap true tiep de xac nhan hoac 
giao nhan tien, tranh bi cac doi tuong lua thiet hai tai san. Luu y mot dau hieu de 
nhan biet va phdng tranh cuoc goi “Cong nghe Deepfake”: “video call” do doi 
tuong tao s&n thudng cd noi dung chung chung, khdng phu hop hoan toan vdi 
ngu canh thuc te giao tiep vdi nan nhan, cd the khien nan nhan nghi ngd, phat 
hien nen de che lap khuyet diem tren, cac doi tuong thudng tao ra video am thanh 
khd nghe, hinh anh khdng ro net giong vdi cuoc goi video cd tin hieu chap chon 
duoc thuc hien trong khu vuc phu song di dong/wifi yeu hoac ngat giua chung 
cuoc goi...

2. Tidp tuc thuc hien cd hieu qua Ke hoach so 111/KH-UBND ngay 07 
thang 8 nam 2020 cua Uy ban nhan dan tinh ve trien khai thuc hien Chi thi so 
21/CT-TTg ngay 25 thang 5 nam 2020 cua Thu tuong Chinh phu ve tang cudng 
phdng ngua, xu ly boat dong lua dao chiem doat tai san (nhdt la lua dao chiem 
doat tai san tren khdng gian mang), trong tarn la day manh cong tac tuyen truyen, 
tu do nang cao nhan thuc, y thuc trach nhiem cua tung don vi, can bo, cong chuc, 
vien chuc, co quan, doanh nghiep, ngudi dan, ho gia dinh trong phdng ngua, dau 
tranh vdi boat dong lua dao chiem doat tai san tren khdng gian mang.

3. Cong an tinh
Chu dong nam chac tinh hinh, phuong thuc, thu doan boat dong cua toi 

pham lua dao chiem doat tai san tren khdng gian mang. Tang cudng ap dung cac 
bien phap nghiep vu, kip thbi phat hien, lap hd so quan ly, dau tranh, xu ly cac ddi 
tuong cd boat dong lua dao chiem doat tai san tren khdng gian mang va cac hanh 
vi vi pham phap luat khac cd lien quan. Thong qua cac bien phap nghiep vu va 
cong tac dieu tra, xu ly toi pham lua dao chiem doat tai san, chu y lam rd nguyen 
nhan, dieu kien lam phat sinh loai tdi pham tren, chu trong rut ra tinh quy luat boat 
dong cua tdi pham, kip thdi phat hien nhung so hd, thieu sot... de kien nghi cac 
nganh, cac cap khac phuc, khdng de tdi pham loi dung boat dong pham tdi.
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Phdi hop vdi cac nganh, cac cap day manh cong tac tuyen truyen phuong 
thuc, thu doan boat dong cua tdi pham lira dao chiem doat tai san bang nhieu hinh 
thuc: tuyen truyen true tiep, thong bao tren ban tin an ninh trat tu, viet bai dang



(de thuc hien)

Nffi nhan\
-VO 1,C()2-Bo Cong an;
- T/trirc Tinh uy, UBND tinh; (dS bao cao)
- D/c Truong BCD 138 tinh; .
- UB MTTQVN Tinh va doan th£)
- Cac So, ban, nganh ,thanh vien 

BCD 138 tinh; Cong an tinh;
- BCD 138 cac huyen, TX, TP;
- Luu PVOl(VT-TMCS.TrT).
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ZONG AN T1NH
Dai ta Bui Van Thao
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bao, thong qua website cua Cong an tinh, qua cac trang mang xa hoi facebook, 
zalo, cac fanpage, trong do chu trong tuyen truyen cac phuong thuc, thu doan va 
hinh thuc lua dao moi.

Chi dao Cong an cac don vi, dia phuong thuc hien nghiem cong tac tiep 
nhan, phan loai, xu ly, giai quyet td giac, tin bao ve toi pham, kien nghi khoi to, 
dam bao moi ngudn tin ve toi pham phai duoc tiep nhan, xu ly kip thdi; tang 
cucmg cong tac tuyen truyen phuong thuc, thu doan boat dong cua doi tuong lira 
dao chiSm doat tai san tren khong gian mang den tan timg ho, ngudi dan tai dia ban 
quan ly thong qua cac buoi sinh boat, hop khu pho, phat to roi, tren nhom mang xa 
hoi (neu co)...

4. De nghi Uy ban mat tran To quoc Viet Nam tinh va Doan the, cac So, 
ban, nganh thanh vien Ban Chi dao 138 tinh

Phoi hop voi cac co quan lien quan day manh cong tac thong tin, tuyen 
truyen rong rai tren cac phuong tien thong tin dai chung (bao chi, bao mang, phat 
thanh, truyen hinh, trang mang xa hoi...) cac quy dinh cua phap luat ve phong 
ngira, dau tranh va phuong thuc, thu doan boat dong cua toi pham lira dao chiem 
doat tai san tren khong gian mang bang cac hinh thuc thich hop, dam bao thong 
tin day du, chinh xac den ngudi dan, can bo, cong chuc, vien chuc, doan vien, hoi 
vien, gdp phlin nang cao nhan thuc, tranh nhiem cua ngudi dan trong viec phong 
ngira, dau tranh, to giac toi pham lira dao chiem doat tai san. Tang cudng xay 
dung cac phong su, tin, bai tuyen truyen ve phuong thuc, thu doan boat dong cua 
toi pham lira dao chiem doat tai san tren khong gian mang, gan vdi canh bao qua 
website va cac trang fanpage cua bao, dai, cong thong tin dien tu.
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5. Ban chi dao 138 cac huyen, thi xa, thanh pho
To chuc quan triet Cong van nay den timg co quan, don vi true thuoc de 

trien khai thuc hien dat hieu qua; chi dao co quan, don vi true thuoc, Cong an cac 
dia phuong tham muu cAp uy dang, chinh quyen dia phuong, buy dong cac 
nganh, cac cap, cac luc luong va nhan dan tham gia phong ngira, phat hien, ngan 
chan va tich cue td giac cac hanh vi vi pham phap luat va toi pham lira dao chiem 
doat tai san tren khong gian mang.

Can cu Cong van nay, dd nghi Uy ban Mat tran To quoc Viet Nam tinh va 
Doan the, cac So, ban, nganh thanh vien Ban Chi dao 138 tinh, Ban Chi dao 138 
cac huyen, thi xa, thanh pho quan tarn trien khai thuc hien.7?\/%^
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